COI'JTIACOBAHO YTBEPXOAKO

Ha neacoseTe AnpekTop
MpoTokon Ne_8 / Mbp~o6noguHckoi OLL

oT«02» 04 2025 .

06 aHTMBMPYCHOM KOHTposie B MBOY KonogmHckon OLL Y-

1. O6LLMe NONOXKEHUSA
1.1.  Hactoswee TlonoxeHne pa3paboTtaHO BO WUCMONHEHWe [TOUTUKM  MH(OPMALMOHHOM
6esonacHocT MBOY KonoauHckoli OLL B cooTBeTcTBMM ¢ DeaepanbHbiM 3akoHOM Ne 149-d3 ot
27.07.2006 1. «O6 WH(opmaLnn, WHPOPMALMOHHBIX TEXHONIOTUAX W O 3alUMTe WHGOopMaLmn»,
FOCT P NCO/MOK 17799-2005 «[MpakTuyeckMe npaBwia ynpaBneHns WHHOOpPMaLMOHHOM
6e30MacHOCTbIO» W APYrMMU HOPMATMBHLIMW MPaBOBbIMM aKTamMu 1 YCTaHaB/MBAET MOPAA0K
npoBefeHNs aHTUBMPYCHOTO KoHTpons B MBOY KonoguHckor OLU (panee OY).
1.2.  TpeboBaHust HacTosiLlero MOMOXKEHUA ABMASKOTCA HEOTbEM/IEMOM 4acTblO KOMMAEKCa Mep
6e30nacHOCTM U 3alUmTbl UH(opMaLun B OY.
1.3. TpeboBaHMsi HaACTOALLEr0 MonoXeHWs  pacnpocTpaHsATCA Ha BCeX pabOTHUKOB
nofpasfeneHnin, UCnonb3ylowmx B paboTe  KOMMbIOTEPHYHD TeXHWUKY (BKtoyas paboTty B
nokasibHon cet OY) M [JO/MKHbI MPUMEHSATLCS 418 BCEX CPEACTB KOMIMbIOTEPHOW TEXHMKM,
akcnnyaTupyemoit B OY.
14.  OpraHu3aynMoHHoe obecrieyeHne MeponpuUATUA aHTUBMPYCHOrO KOHTPONS U KOHTPO/b 3a
[eNCTBMAMM NOMb30BaTe e BO3araeTca Ha CUCTEMHOrO agMuHucTpartopa OY.

2. OCHOBHbIe TePMUHbI, COKPALLEHUA 1 OMnpeaeneHns

AC - aBTomaTmsmpoBaHHas cuctema OY - cucTema, obecrneymBarollas XpaHeHue, 06paboTKy,
npeobpasoBaHve 1 nepedavy MHpopmaumm OY ¢ MCMONb30BaHWEM KOMMbIOTEPHON K ApYrol
TEXHUKMN.

KomnbloTepHbI BUPYC MporpaMma, CNocobHas co3gaBaTb CBOM  Komuu (He 006s3aTeNbHO
MONTHOCTbKO COBMAJAOLME C OPUTMHANIOM) W BHEAPATb UX B pasnMyHble 0ObEKTbI MU Pecypchbl
KOMMbIOTEPHbIX CUCTEM, CeTeldi M TakK [fanee 06e3 BedoMa nonb3oBatens. [pu 3TOM  Konuw
COXPaHSAKT CMNOCOOHOCTb AanbHeliLero pacnpocTpaHeHus.

3apaxkeHHasi nporpaMma - 3To nporpaMma, cofiepxkallias BHeApPeHHY B Hee NporpaMmy-Bupyc.

3. OpraHusaums cuctemMbl aHTUBMPYCHOIO KOHTPONA

3.1. Lenbio meponpusaTuii N0 aHTUBMPYCHOMY KOHTPOO SABASAETCA NpPefOTBpalLeHne MnoTepb
nHpopmaummn 8 AC OY.
3.2. 3aja4amMmn aHTVBMPYCHOW 3aLUMTbl SABISOTCS:
- onpefeneHve cocTtaea W pernameHTa 3amnycka aHTUBMPYCHbIX [AMArHOCTUYECKMX CPeLCTs,
pernaMeHTa ux pesm3nmn 1 06HOBNEHUS;
- npoBefeHVe NPoOUIaKTUYeCKMX paboT ¢ MPUMEHEHNEM aHTUBUPYCHbLIX AUArHOCTUYECKMX
CpeacCTs;
- HenpepbIBHOe 06ecrneyeHune 3amTbl MHpOpMaLyK OT AeNCTBUA BPELOHOCHBLIX NPOrpaMMm Ha
BCex 3Tanax akcnnyartaumm AC OY.
3.3.  [ins nposefeHWs MeponpuATUA MO NPeLOTBPALLEHNIO BUPYCHOIO 3apaXKeHUs MpuKasoM Mo
OY Ha3Ha4aeTCsi OTBETCTBEHHbIV 33 aHTUBUPYCHbIN KOHTPO/Ib. OTBETCTBEHHBIV 3a aHTUBUPYCHBIA
KOHTPO/b B CBOel paboTe PYKOBOLCTBYKOTCA HacTOAWMM [10N0XKeHNeM, HOPMATMBHBIMU aKTamm
Mo 3aLmTe MHMoOpMaLUn, 1 APYTUMIN LOKYMEHTaMMU.
34. K wucnonb3osaHuio B OY [0MYyCKAKOTCA TO/IbKO JIMLEH3MOHHbIE aHTUBUPYCHBIE CPeaCTBa,
LIEHTPa/IM30BaHHO 3aKyM/eHHbIE OTAEIOM WUHMOPMALMOHHBLIX TEXHOMOMMA Yy pa3paboTyuMKoB
(NOCTaBWMKOB)  YKa3aHHbIX  CPEACTB,  PEKOMEHAOBaHHble K MPUMEHEHUO  CUCTEMHbIM
agMuHucTpatopom QY.



3.5. YcTaHOBKa CpefCcTB aHTMBMPYCHOM 3alUTbl 1 HaCTpOMKa MX MapameTpoB B COOTBETCTBUM C
PYKOBOACTBaMU MO MPUMEHEHUIO KOHKPETHbIX aHTMBUPYCHbLIX CPeACTB Ha KomnbtoTepax B OY
OCYLLECTB/IAETCA CUCTEMHbIM afMUHUCTPATOPOM.
3.6. OO6HOB/EHVE aHTUMBMPYCHbIX 6a3 [O/MKHO MPOM3BOAMTLCA HE pexXxe | pasa B CYTKu
aBTOMaTMYeCKW, COrnacHO BO3MOXHOCTAM MpOrpaMMHOro obecnedveHus. B cnyvae c6os
aBTOMaTUYeCKOro O6HOB/IEHNA  00OHOB/IEHWE 6a3  NPOM3BOAMTCA  BPYYHYKO C  TOW ke
NepuoANYHOCTbHO.
3.7. O6s3aTe/IbHOMY BXOAHOMY aHTMBMPYCHOMY KOHTPOJIKO MOANEXUT /KON MHGopMaums
(TekcToBble (haiinbl NtOObLIX (hopMaToB, (aisibl AaHHbLIX, WUCMOMHSEMble (hainbl), nonyyvaemas K
nepeaasaemas Mo TeNIEKOMMYHUKALMOHHBIM KaHaslaM CBA3M, a Takke WHMOPMaumMsa Ha CbeMHbIX
HOCUTENSAX 1 MOGU/IbHBIX YCTPOWCTBAX.
3.8. ®alinbl pe3epBHbIX KOMWA, NOMELLAEMble B 3MIEKTPOHHbLIA apXmB, AO/MKHbI B 0653aTeNbHOM
nopsgKe NPOXOAWUTb aHTUBMPYCHbIA KOHTPOSb. Mepuroamyeckne NpoBepKn 3MEKTPOHHBLIX apXMBOB
[OKHbI MPOBOAUTLCA HE PEXe OAHOro pasa B MecsL,
3.9. MeponpusTnsa No aHTMBUPYCHOM 3almTe Ha KoMMbtoTepax B OY BKHOYaKOT B Cebs:

- MPO(MNAKTMKA BUPYCHOIO 3apaXkeHus;

- aHa/m3 cUTyauuii;

- MPWMEHEHNEe CPeACTB aHTUBMPYCHOM 3alUTbl;

- NpoBefeHWe paccnefoBaHUA NHUMAEHTOB CBA3aHHbIX C BUpYCaMW.

4. MpodhmnakTKa BUPYCHOIO 3apaxkeHuns

4.1. B uensx UCKOYEHN MosBIEHNA U pacrpoCcTpaHeHWs BUPYCOB Ha paboumx cTaHumax AC OY
JOMKHbI  PerynspHo  MpOBOAWUTCA  MpoguiakTuyeckne — meponpusaTtud. K OCHOBHbIM
NPogUNaKTUYECKUM paboTam N MeponpuUATUSM OTHOCATCS:
- eXefHeBHasd aBTOMAaTU4YecKas NpoBepKa HaMyusa BUPYCOB MO pacnucaHuio;
- perynspHas (He pexxe 0HOro pasa B KeapTan) BblOOpOYHas npoBepka paboumx CTaHuuiA 1
CepBEPOB Ha Ha/MuyMe BUPYCOB, AaXe NPy OTCYTCTBUM BHELUHMX MPOSAB/IEHWUIA BUPYCOB;
- MNpOBepKa Ha/nuns BUPYCOB Ha paboumx CTaHUMAX, BEPHYBLUUXCA C PEMOHTA (B TOM YUC/E
rapaHTUMHOI0) B CTOPOHHMX OpraHm3aumsx;
- CO3JaHue pe3epBHOI KONMW NPOrpaMMHOro NPOAYKTa cpasy Xe rnocne npuobpeTeHus;
- YCTaHOBKa 3aL1Tbl OT 3aMuUCK Ha CbeMHble HOCUTENWU WHGOPMaL MK, TAe 3TO BO3MOXHO;
- TwaTenbHas NPoBepKa BCEX MOCTYNatOLWMX W KYMNIEHHbIX NporpaMm 1 6a3 AaHHbIX;
- OrpaHuyeHue LOCTyna K KOMMbIOTEPY NMOCTOPOHHUX NNL,
4.2. Co3gaHMe  pe3epBHOW  KOMWW  MPOrpPaMmMHOr0  MPOAyKTa  BbIMOMHSAETCA  OTAE/I0M
MNH(OPMAaLMOHHBIX  TEXHOMOIMIA, OCTa/lbHble  MPO(MIaKTUYECKe pPaboTbl U MepPOnpUATUS
BbINO/IHAKOTCA OTBETCTBEHHbLIM 32 aHTUBMPYCHBIA KOHTPO/L B OY.
4.3. Mpn 06Hapy>XeHUN BMPYCOB Ha KOMMbOTepe, paboTalolieM B JIOKa/bHOW CeTU, NPOBEPKE
MOA/IeXaT BCEe KOMIMbIOTEPbI, BK/IOYEHHbIE B 3Ty CeTb WM paboTarowpe ¢ O6WMMU [AaHHLIMU U
nporpaMMHbIM 06ecrneyeHreM.

5. AHanm3 cuTyauni

5.1. Mpu coobLLEeHNN aHTUBMPYCHBLIX NPOrpaMmMbl O MOAO3PEHNM HA Ha/MYMe BUPYCOB Ha pabouyeit
CTaHUMKM, HeobXOAMMO MNPUOCTAHOBUTL PaboTy M HEMEANEHHO W3BECTUTb 06 3TOM CUCTEMHOMO
agmuHucTpatopa OY, a TaKke ApYrux nosb3oBatenieid W MogpasfefieHus, WCMonb3ytoLime 3Tu
(haiinbl B paboTe, ecnin 3apaXkeHHble (haiibl ABNAKOTCA COBMECTHO MUCMOMb3YEeMbIMU.

5.2. AHanuM3 CUTyauuMn Ha/Mumsi BUPYCOB BbINOMHAETCS OTBETCTBEHHbIM 3a aHTUBUPYCHBIIA
KOHTposb B OY. lMpn aHanu3e MOryT AOMNOSIHUTENbHO UCMO/b30BaTLCA CreLupanibHOe NporpaMmMHoe
obecneveHne ans 0OHapY>XeHWs BUPYCOB.

5.3. B xoae aHanusa cuTyauumn o06s3aTenbHO TpebyeTcs OnpeaenvTb UCTOYHMK 3apakeHns.  Ecim
NCTOYHWMKOM 3apaXKeHWUs ABMSIETCS CbEMHbIN HOcUTenb Nnbo apyras paboyas craHuus OY, To
Heo6X0AMMO MPOBEPUTL Ha Ha/IUME BMPYCOB Pabouyyto CTaHLMIO - UCTOYHUK 3apaXeHus. B cnydae
3apaKeHns Yyepes rnobanbHy CeTb HTEPHET UM NO 3N1EKTPOHHOW MoyTe crefyeT HemeaneHHO
3a6/10KMpOoBaTh Pecypc Unu afpec 3NeKTPOHHOM NOYTbI — UCTOYHUK 3aPaXKEHNS.



5.4. B cnyyae 06Hapy>XeHUsi BUPYCHOrO 3apaXkKeHUs paccriefoBaHMe AOMNYLUEHHbIX HapyLUeHWI
NPOM3BOAMTCA CUCTEMHbLIM aJMWHUCTPATOPOM Ha OCHOBaHWW PernameHTa pearnmpoBaHuA Ha
VHUMAEHTbI MH(OPMaLMOHHON 6e30MacHOCTK, YTBEPXAeHHOro B OpraHusaymu.

6. MprMeHeHMe CpeacTB aHTUBUPYCHOM 3aLUTbI

6.1. YHNYTOXeHNe BUPYCOB BbINO/HAETCA CUCTEMHBLIM aaMUHUCTpaTopom OY.

6.2. TlMocne YHWUTOXEHWS BUPYCOB W BOCCTAHOBMEHUA 3apaXKeHHbIX MporpaMm 1 (aiios ¢
JaHHbIMW  HeOOXOAMMO elle pa3  BbINOJHUTL  MPOBEPKY HaIMUYMA  BUPYCOB,  MCMO/b3yS
aHTUBUPYCHbIE NPOrpaMMbl.

6.3. B cnyuae 06HapyXeHWs, He MOLAAIOLLEroca SIEYEHUIO MPUMEHSEMbIMU aHTUBUPYCHBIMM
CpefcTBaMW, OTBETCTBEHHbIA 3a AHTUBUPYCHbLIA KOHTPO/b [O/DKEH HAMNpaBUTb 3apaKeHHbIi
BMPYCOM (hali/l B OpraHn3aumto, ¢ KOTOPOI 3aK/IKOYeH LOroBOP Ha aHTUBMPYCHYHO MOAAEPXKKY.

7. OTBETCTBEHHOCTb

7.1. OTBETCTBEHHOCTb 3a BbIMO/IHEHWE MepPONPUATUIA N0 aHTUBUPYCHOW 3aliuTe MH(opMaumm Ha
MK, 3kcnayatupyemblX MNOAYMHEHHbIMWM ALaMW B MOApasgeneHnn B COOTBETCTBMMN C
TpeboBaHNAMU HaCTOALLEro [MonoXeHWs, BO3naraeTca Ha PyKOBOAUTENA NOAPa3aeNeHus.

7.2. OTBETCTBEHHOCTb 3a BbIMO/IHEHNE MEPONpPUATUIA MO aHTUBMPYCHON 3alwyTe MH(OpMauun Ha
MK Ha paboyem MecTe B COOTBETCTBUM C TPEOOBaHMAMM HACTOALWEro onoxeHWs, Bo3naraeTcs Ha
nons3osatens K.

7.3. OTBETCTBEHHOCTb 3a MpPOBEAEHNE MNPOMPUIAKTUYECKUX MEPOMNPUATMIA MO 06ecneyYeHnto
aHTUBMPYCHOW 3awmTbl B AC OY, a TakKe YHUUTOXEHWE BbISBNEHHbIX BMPYCOB BO3/1araeTcs Ha
CUCTEMHOr0 agmMuHucTparopa OY.

7.4. TMepyvoanyecKnii KOHTPO/b 3a COCTOSIHMEM aHTMBMPYCHOM 3awmtbl B AC OY, a Takke 3a
CO6MtOfEHMEM YCTAHOB/IEHHOTO NOpsAKa aHTUBMPYCHOIO KOHTPO/S W BbINOMHEHWEM TpeboBaHWi
HacTosLero MonoXxeHns cotTpyaHMkamun noapasgeneHnii OY cucTeMHbI agMuHUcTpatop OY.

7.5. CoTtpygHvkn OY, Hapywmslive TpebOBaHWA HaCTOALLEro AOKYMEHTA, MPUB/EKAOTCS K
OTBETCTBEHHOCTY B COOTBETCTBMM C AENCTBYHOLMM 3aKOHOAATENLCTBOM Poccuiickoin degepaumn.



VHCTpYKUMA nonb3oBaTesnisi No aHTUBMPYCHoM 3awmte MBOY KonoamHckoi OLL

XapaKTepH bl€ NPOABNEHNA BNPYCOB

Mpn 3apaxkeHMn KOMMbIOTEpa BMPYCOM BAaXHO ero 06HapyXWTb. [Ns 3TOro CnefyeT 3HaTb 06 OCHOBHbIX
npu3HaKax NposiBeHUs BUPYCOB. K HIMM MOXHO OTHECTW CMefytoLLye:

npekpaLlieHvie paboTbl WK HenpaBubHas paboTa paHee YCrewwHO PYHKLVOHNPOBABLLUX NPOrpamMm;
Mef/ieHHas paboTa KOMMbOTEPa,;

HEBO3MOXHOCTb 3arpy3Ky onepalyioHHOR CUCTEMbI; Y,
ncye3HoBeHMe (aiisioB M KaTanoroB UM UCKaXKEHWE UX COLAEPXKMMOTO;

N3MeHeHMe JaTbl U BPEMEHU MOANDMKaLMK (DaiNoB;

M3MeHeHVie pa3mepoB (haiifos;

HEOXMaHHOE 3HaUYNTENbHOe YBe/IMYeHNe KONmnyecTsa (DaiisioB Ha AUCKE;
CYLLECTBEHHOE YMEHbLLEHME pa3mepa CBOOGOAHOIN onepaTMBHOM NaMATH;

BbIBO/, HA 3KpaH HemnpeayCMOTPEHHbIX COOOLLEHWI NN N300PaXKEHMNIA;

nogaya HemnpeayCcMOTPEHHbIX 3BYKOBbLIX CUTHA/OB;

yacTble 3aBuCaHus 1 cbom B paboTe KOMMbOTepa.

OCHOBHbIe UCTOYHWKM BUPYCOB:

CbeMHbIA  HocuUTenb (AuckeTa, (new-kapta, CD-ROM, DVD-ROM, mMo6uibHOE AWUCKOBOE
YCTPOICTBO) Ha KOTOPOM HaxoAAaTCs 3apaXKeHHble BUPYCOM (haiinbl;

KOMMNbIOTEPHAs CETb, B TOM YMC/IE CUCTEMA 3/IEKTPOHHON NOYTbI U VIHTEPHET;

YKECTKUI AUCK, Ha KOTOpbIV Monan BUPYC B pe3ynbTaTe paboThbl C 3apadKeHHbIMU NporpamMmamu.

Monb3oBaTenb 0653aH:

e)XeAHEBHO MPW Hauya/ibHOW 3arpyske paboyeidi cTaHUMM y6eauTbCsl B 3arpy3ke aHTMBUPYCHOFO
MPOrpaMMHOro 0o6ecrieyeHUss W B Cryyae €ro OTCYTCTBWSI YBEAOMWUTb OTBETCTBEHHOrO 3a
AHTUBUPYCHbI KOHTPO/b;

CoTpyAHUK 0653aH NPOBOAMTb aHTUBMPYCHBIA KOHTPOMb BCEX BHELIHWMX HOCWUTENe MHhopmMaLmu
(AMCKET, KOMMAKT-ANCKOB, MarHUTOOMTUYECKUX AUCKOB M T.M.), MOCTYMaoLMX CO CTOPOHbI (43
BHELUHUX OpraHusauuii, Apyrvx nogpasaeneHwidi OpraHmsaumyM v T.N.) WAW NONYYEHHbIX MO
KOMMbIOTEPHbIM CETSIM (CKOMMPOBAHHbLIX Ha O06LUEAOCTYMHbIA Pecypc NOKabHOrO KOMMboTepa
APYrUMK M0Mb30BaTeNsMM). ECAM aHTMBMpYCHas mporpaMma He pa6oTaeT B (DOHOBOM PEXUME,
caMoMy MpOBOAWTL TMPOBEPKY BCEX 3TWUX (haiiloB wnnM obpaliarbCs Ans 3TOro B OTAen
VH(OPMALOHHBIX TEXHO/OTUIA;

Bo Bcex Cnyyasx BO3MOXHOIO NpPOSBNEHNS [AECTBMS  BUPYCOB, OGHapyXXeHWsi aiinos,
MOPKEHHbIX BUPYCOM WW MOAO3PEHNM Ha Ha/Mume BUPYCa COTPYAHUK AOMKEH:

+ 63 NOMbITKM KaKoro-nnbo neveHns HeaMeanuTeNbHO COOOLUTL 06 3TOM OTBETCTBEHHOMY
33 aHTUBMPYCHbIA KOHTPONb UM OLEHWTb C HUM BO3MOXHbIE MYTU 3apakKeHUs ¢
PacnpoCTpaHeHUst JaHHOTO BUPYCa;

e COBMECTHO C HMM MPOBECTY Ne4e6HO-BOCCTAHOBUTE bHbBIE MEPONPUSATUS.

CoTpyfHVK 00s3aH [enaTb pe3epBHble KONWW  (halifioB, COAEPXKalMX LEHHYH0 Cly)XebHyHo
MH(opMAaLMIO, ecnin 3TW (halibl He pa3MeLLieHbl B CETEBbIX Markax Ha cepsepax OpraHusaumu;
COTpyAHVK He [0/MHKEH CaMOCTOATE/IbHO YCTaHaB/MBaTbL MPOrpaMMHOE O6ecreyeHune, ecim 3aTo He
BXOAMT B ero 0053aHHOCTW. 3anpelyaeTcd yCTaHaBNMBaTb U 3anyckaTb HeMLUEH3WOHHOe WK He
OTHOCALLEECH K BbINOJHEHWIO UM CBOMX JO/DKHOCTHBIX 0653aHHOCTel NporpaMMHOe 06ecreyveHue;
KATEFOPUYECKW 3AMPELLEHO wucnonb3oBaHWe CbEMHbIX HOCUTENER, NpUHALNeXaLMX
nMuaMm, BPEMEHHO [OMNYLUEHHbIM K paboTe Ha KomnbtoTepe B  OpraHusaumm (CTYAEeHTbI-
NPaKTUKaHTbl, BPEMEHHO 3aMeLlatoLLye, COTPYAHNUKN CTOPOHHMUX OpraHusauuii u T.m.).

Monb30BaTeNto 3anpeLLaeTcs:

N3MEHSATb HACTPOMKM 1 KOH(MIypaLuio CpeaCTB aHTUBUPYCHOI 3alunThl;
yAanaTb UK f06aBNATL B CUCTEMY KaKMe-Mbo Apyrue cpefcTBa aHTUBUPYCHOI 3aLiuUThbl.



